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Introduction

Purpose of this Guide

As more and more organizations require a single sign-on solution, DocuPhase has continued to develop its product to accommodate
this growing need —in all its variations. This document has been created and is intended for technical software professionals who
want to perform configuration Single Sign-On capability for a client, as well as for Clients who want to do their own SSO configuration.

IMPORTANT!
As of version 6.1, the name of the iSynergy platform was changed to DocuPhase. You may notice some

updates and revised files paths have been updated to reflect this change.

Please review the 6.1 Release Notes (in online help or via the DocuPhase Learning Library:
https://training.docuphase.com/lesson/docuphase-platform-6-1-release-notes) for more information
about the name change.

Overview
SSO (Single Sign-On) refers to the ability to log into one place, then have those same credentials automatically applied to another
software system: preventing users from having to re-authenticate every time the secondary site is accessed.

DocuPhase currently offers the following SSO options and configuration information for the following:
v" Microsoft Windows (with/without ADIS)
v Active Directory Federated Services (ADFS) — Version 6.1 and later

v Security Assertion Markup Language (SAML) — Version 6.2 and later

.O. TIPS
‘s In this document, you will see the following two terms:
e Identity Provider (IdP) refers to a software system that performs an authentication, then passes a token to the
system: providing access to the user (e.g., Onelogin, ADFS/INOVA, Okta, and AzureAD are all Identity Providers).

e  Service Provider (SP) refers to the Target software system the user wants to access (e.g., DocuPhase is the
Service Provider).

Assumptions

The following must be true in order to successfully configure and implement SSO:
v' Personnel assigned to this task is familiar with ADFS Configuration (if not, go to www.microsoft.com for details).
v Server Prerequisites have been installed (refer to DocuPhase Standard Requirements Specification Guide.
The DocuPhase platform is installed and successfully tested as http.

v
v" An SSL certificate has been purchased and configured for DocuPhase.
v

Notepad ++ (run as an administrator) is to be used when editing config files.

*Go to https.//en.wikipedia.org/wiki/Certificate_authority for
more information about certificates and how to obtain them

© 2019, DocuPhase Corporation Page 1 of 28 Introduction
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MS Windows Authentication

DocuPhase Supports Windows Authentication via IIS Configuration, as described below.

® IMPORTANT!
[ ]

Make sure DocuPhase has been configured for SSO (see Appendix A, on page 18).

®  Once authentication has been configured, be sure to synchronize DocuPhase Users (see Appendix B, on page 18)

In IIS Manager File View Help

1) Find and select the appropriate Web Site > L3 i 0 Default Web Site Home
(usua"y the DefaUIt)' 4 ‘2 y::rsae?':er ( YOURSERVERNAME \Admil| = . : E A
4.9 Sites
In the IS Section: 1 J @ Defauit Web Ste /
. r . . tharizat tian 3 _. Jlab gio /
2) Double-click (gl (Authentication) to

display the Authentication settings Machine 2 :
window. s | _) ' \
In the Authentication settings window: DE l o !
Ll

gr——
3) Make the following settings: / Authentic...
v’ Disable the Forms Authentication

(*] Authen’iication; b

Group by: Mo Grouping

DNOTE :

v"  Enable the Windows Authentication

3)~
Option: If ADS is being used, i Forms Authentication Ensm = i
configure DocuPhase ADS Syncing Windows Authentication Enal Ll J]
via ADIS Manager I [ Edit...
@ Help

© 2019, DocuPhase Corporation Page 2 of 28
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Summary: When DocuPhase is Configured Correctly for Windows
@ User logs into
DocuPhase.

@ Browser redirects to

request credentials from IIS N
5

:\'_._ @ IIS responds to User
A credentials and
DocuPhase matches with
User entry and table.

User has permissions-based
designated access
to DocuPhase.

@

a) The User navigates to, and logs into the DocuPhase web application (i.e., Service Provider)
via HTTPS in browser

b) The browser redirects the log in information/credentials to the Windows server for authentication.

¢) If/when the Windows server verifies the credentials, a token is sent to notify the DocuPhase server that
the User is authorized to use DocuPhase.

d) Once DocuPhase receives the token, the User then has the pre-defined, permissions-based access to
DocuPhase.

© 2019, DocuPhase Corporation Page 3 of 28 MS Windows Authentication
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Claims Authentication — Active Directory Federation Services (ADFS)

DocuPhase supports WS-Federation Claims-based authentication (i.e., authenticating that users are who they claim to be) through
ADFS. Active Directory Federation Services (ADFS) is a software component developed by Microsoft, and run on Windows Server
operating systems: providing single sign-on access to systems and applications used across an organization. It authenticates users by a

combination of usernames and passwords.

® IMPORTANT!
®  Make sure DocuPhase has been configured for SSO (see Appendix A, on page 18).

®  Make sure you have at least 1 valid SSL certificate before proceeding (please refer to the DocuPhase SSL

Configuration Guide).

®  Once authentication has been configured, be sure to synchronize DocuPhase Users (see Appendix B, on page 18)

The process for configuring DocuPhase to work with ADFS as a WS-Federation claims authentication service includes the following:

A) Set up ADFS in SQL Server (see page 4)

B) Add Relying Party Trusts Identifier (see page 5)
C) Add Passive Endpoint (see page 6)

D) Add a Claim Rule (see page 7)

E) Setthe Authentication (see page 8)

A) Set Up ADFS for SQL Server:

Set up ADFS, and make sure you have at least 1 valid
SSL certificate before proceeding.

LY '
.O- TIPS
Fa N

- For more information, refer to the
following:

e https://docs.microsoft.com/en-
us/windows-server/identity/active-
directory-federation-services

e The current DocuPhase SSL
Configuration and Implementation
Guide).

Once ADFS is Set Up with a Valid SSL Certificate:

In the ADFS Directory X

1) Select the Relying Party Trusts folder to display the
Relying Party Trusts window.

In the Relying Party Trusts window:

2) Right-click to display a Properties dialog, then complete

sections B through J, as shown below.

F) Make Changes in DocuPhase Directory (see page 9)
G) Add sso.htm to Root Directory (see page 10)

H) Edit the DocuPhase Web Application Config File (see page
10)

1) Match Certificate Thumbprint (see page 12)

N _ADFS'

G File Action View Window Help

«= 20 BE

> [ Service Display Name Enabled Type Ider]
o N Tatise Relaticiships Device Regstration Service Yes WST..
Claims Provider Trusts "
1 ) | Re‘)ﬂng Party Trusts Update from Federation Metadata...
Edit Claim Rules...
> B Au‘th:nticmon Policies Disable 2
. Properties J
| r Delete
2 o>,
Properties | ==
P

ngarnatm Endpoint: s I Proxy Endpoints [Nates [Mvanced -
g | | oyp _ Signature ] Accepted Clams |

Specfy&»e display name and identifiers for this relying party trust.
Display name:

Relying party identifier:

Example: https:/ /s contoso com/adfs/services Arust
Relying party identifiers:

© 2019, DocuPhase Corporation Page 4 of 28
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B) Add Relying Party Trusts Identifier

, On the Identifiers tab of the Properties Dialog:

In the Relying Party Identifier field:

1) Enter the URL of the DocuPhase web server.

2) Click to add the URL to the list of Relying Party

Identifiers.

3) Click to save the setting before you to onto the next

tab without closing the Properties dialog.

NOTE

If you click , settings are saved, but
the Properties dialog closes

For more information about Relying Party
Trusts, refer to the following:

https://docs.microsoft.com/en-
us/windows-server/identity/active-
directory-federation-services

The current DocuPhase SSL
Configuration and Implementation
Guide).

% Identifiers m"‘r"s"‘;‘"‘fﬂ lﬁmﬁ }

Specify the display name and identifiers for this relying party tust.
Display name:
| webserver05 idatix.Joc

Relying party identifier 1
| hitps://webserver05 idatix.loc/DocuPhase
e |

Retying party identifiers:

= ndports | Notes | Advanced |
Identifiers | Signature | Accepted Clams |
Specily the Geplay name and identiers for this sebing party trust.
Display name:
| webserver0S idatix Joc ]
Relying party identifier.
| httos /iwebserver0S idatix loc/DocuPhase ] | Add
Example: hitps: /15 contoso com/adis/services/tust

serverd5. idatix, loc/DocuPhase/ss0.htn

ermove

© 2019, DocuPhase Corporation
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C) Add Passive Endpoint

On the Endpoints tab of the Properties dialog:

1) CIickI Add WS-Federation... | to display the Edit
Endpoint dialog.

In the Edit Endpoint dialog:

2) Enter the designated sso.htm page (see page 10
for more information).

3) Click to close the Edit Endpoint dialog and
return to the Endpoints tab of the Properties
dialog, with the newly added URL now in the list.

On the Endpoints tab of the Properties dialog:

4) Click to save the setting, close the
Properties dialog.

Monitoring i ion | Signatwe | Accepted Claims |
Oiganization | Endpoints Endponts | Motes | Advanced |
Specify the endpoirts to use ML and WS-FederationP'assive protocoks

URL
W5-Federation Passive Endpoints

E ndpoint type:
| WS Federation

| Set the tiusted URL ac default 2
1 Twsted URL:

Example: hitps. //sts. contoso com/adfis/ls

o 3

Add WS-Federation...

s

Specify the endpaints to use for SAML and WS -FederationPassive protocols.

Monitoring | Identifiers | Encryption | Signature | Accepted Claims
Organization | Endpaints | Prowy Endpoints | Motes | Advanced *

URL Index  Bindin
WS-Fi ion Passive Endp

https://webserverds.idatix.loc/DocuPhase/sso. htm POST

<] m I ]
Add SAML...
4

! OK _

© 2019, DocuPhase Corporation Page 6 of 28
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D) Add a Claim Rule

In the list of Relying Party Trust in the ADFS directory:

1) Right-click on the Trust Identifier
you added previously (see page 5) to
display a list of options.

il File Action View Window Help

« | 2(E 8E

From the list of options:

2) Select Edit Claim Rules... to display
the Edit Claim Rules dialog.

On the Issuance Authorization Rules tab
of the Edit Claim Rules dialog:

3) Click | AddRue.. |to display the Edit

Rule dialog.
On the Edit Rule dialog:

4) Make sure Name and UPN are selected as
the Outgoing Claim Type for the User
Principal Name.

5) Select the E-Mail Address for the
Outgoing Claim Type for the E-Mail
Address.

6) Click to close the Edit Rule dialog
and return to the Edit Claim Rules dialog.

On the Issuance Authorization Rules tab of
theEdit Claim Rules dialog:

In the Issued Claims field:

7) Select Permit for the Permit Access to All
Users rule.

] ADFS
b [ Service
4 [7] Trust Relationships

[ Claims Provider Tricts
| Relying Party Tru
"0 Attribute Stores |

b [] Authentication Policies

The

Issusnce Tiansion |$3U8NCE Authorization Rules Broczston Fes

Relying Party Trusts

follovang authonzabon nies speciy the users that wall be permetted access o the reling
party. When the kst does not conlan a ruls, all users will be denied access.

Order  Rule Name

Iszued Claims

vwwmumumumdwmua—- Select on stiknte wone hiom
LDAP stibabes. Types that wil be

UPN
E-Mail Address

8) Click to save the settings
and close the Edit Claims Rules e
dialog Temance Tiansto 13318NCE Authorization Rules koo fue: |
’ The following authozation fulss specily the users that will ba permted access 1o the 1shing
paity. When the list does not conlan a ruls, all users will be denied access:
| Order  Rule Name Issued Claims #
_ 1 Permit Access to All Users Petmil 7
-y
5
| AddRue.. | | EdtRue.. | | Remove Ruke.. |
0K T | wn

© 2019, DocuPhase Corporation
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E) Set Authentication

There are two Authentication policies that must be set:

v’ Authentication Policies

v Anonymous Authentication

E1) Setting Authentication Policies
In order to make the ADFS authentication work
within windows applications and with Internet
Explorer, you must set the authentication policies
within ADFS as follows:

In the ADFS Directory X

1) Select the Authentication Policies folder

to display the Authentication Policies
Overview window

In the Authentication Policies Overview
window:

2)

In the Intranet section:

3) Enable (#]) Forms Authentication.

E2) Enabling Anonymous
Authentication

The Anonymous Authentication must be enabled so that
DocuPhase server IIS app pool can accept the DocuPhase

windows service login for HTML5 cache clearing:

1) Go to Web Site > DocuPhase P Web P

Services.

Under the DocuPhase Server name in IIS
Manager, in the Web Services Home window:

2) Double-click Hs) Authentication to display

corresponding settings.

3) Make sure that the Anonymous
Authentication is Enabled, but all other

Authentication settings are Disabled.

Click Edit to display the Extranet and Intranet settings.

] ADFS Authentication Poscies
4 | E; ice a " .
1 Endpoints Authentication Policies Overview =
1 Centificates
Claim Descriptions You can corfigure primary and mubdactor sattngs globally or per R
4 ] Trust Relationships Laasn More
Claims Provider Trusts Cork Polcies
Relying Party Trusts 1 A A
0 AtrbuteStores AoFstie
| Authentication Policies = = =
T P REAG PRy TR i
Primary Authentication |
Prmary authertication is required for all Lsers trying to access appications that use AD F'S for authenticaion. You can use optior
bealorn T0 corfigure global and custom prmary sutherticabon settrgs 2
Global Settings
o - Edt
Extranet o
|[Z Forms Authentication
[] Certificate Authentication
Intranet
3 ||E Forms Authentication |
T VWindows'
[] Certfiicate Authentication

File View Help

1 Web/Services Home

* W Go - (g Show All | Group by: Area [

@-H|7 |8
-y Start Page |
495 yourserver (YOURSERVERNAME\Admit
(2 Application Pools
4.8 Sites

b @ Default Web Site |

b - ApplicationServer

Filter:

ET Error MNET
Globalization

NET HNET
Authorizat..  Compilatio

b1 aspnet_client
b ¥ ConfigurationService
b - ¥ DataService

[T Y, VOSepeJa
4.2 DocuPhase '

b App_Themes

IS

B bin =
b1 HttpViewerDir

-7 NDS

b1 owe

> 0 sanm

51 W Output
4[] Web hing
| authorization
bi
. cantrols
=l errors anfigurat
- forms

5 handler
7 indexing
0 info
1 master
| notes
~ routing
crvinte

b
3
3
13
3
3
- images
3
3
[ 3
b
b

\__[ Services

" Workflow

@ Authentication|

Graup by: Ma Grouping b

{ Anonymous Authentication

'Enabled I

P 201 Challenge

Basic Authentication Disabled

Enabled HTTP 30,

Forms Authentication
A Enabled

s Authentication

© 2019, DocuPhase Corporation
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F) Change Default Document(s)

Changing the Default Document (as described below) is necessary to force all incoming traffic through the Access.aspx page (by
default).

File View Help

1) Go to Web Site P> DocuPhase

> Web P Services. e’;ﬂ'ﬂ 8 | Web/services Home
4“§ y:urs:?:;er (YOURSERVERNAME \Adwmir | || T * ¥ Go - (@showAll | Group by: Area

Under the DocuPhase Server name -2 Application Paols ASP.NET
. . . Eh - T— = $ & ¢ B T
in IS Manager, in the Web Services b &) Default Web Site | 8 = it 03 e

. P . NET NET NET Eror NET NET Profile  NET R
Home Wlndow.' b ApplicationServer Authorizat... Compilation Pages  Globalzation |

b aspnet_client = 1 (T
- 3 \“ ConfigurationService ﬁ S \ﬁﬁ & E
2) Doub|e-C|iCk @ Default 3 " DataService Machine Key Pages and  Providers  Session State SMTP E-mail

" “%ﬂlman'ﬁaw-r Cantrols

Document to display the 4 ¥ DocuPhase s

corresponding window. b= App_Themes 5& ) . E 3
b- bin = . 1 -
) b HittpViewerDir Authentic... Comr Default Directory  Ewror Pages Hal
In the Default Document window: b 1 hOS ) Rabslsasl e 3
b owc # ] ——
3) Right-click on the Default L 2 wehl Output R fuest  SSL Settings URL Rewrite /
. . Cachinn i aminn
Document to display a list of - e, fil—
options, then click X Remove b bi | 0 _De ault DocumentJ
. . . bl controls
to display a confirmation b -] emors Use this feature to specify the default file(s) to return when a client does
B forms b b 2 s
prompt. : j e not request a specific file. Set default documents in order of priority.
b images Name Entry Type
In the confirmation prompt: - s Default htm Inherited
Pl ek Default.asp Inherited
4) Click to delete the e i s
4 '___{ o index.html Inherited
selected default document, il 1 it i irherted
close the prompt, and return to {i_j Services [ default.aspx ‘ IALd; b
the Default Document window. — { 3 )
ey _ X Remove
Repeat steps 5 and 6 for each default y
document in the list.
Once all default documents have been deleted.

5) Right-click on the Default Document to display the list of

options, then select Add... to display the Add Default Are you sure that you want to remove the selected default
. ?
Document dialog. sorment 4
6) Enter “sso.htm” as the Default Document
default document Yes [ e |
ature to specify the default file(s) to return when a client does S—
7) Click to save the ific file. Set default documents in order of priority.
Entry T
new default document, e
X Inherited
and close the dialog. Inherited
indexhtm Inherited
index.html Inherited
iisstart.htm Inherited
. \Add... i
Disable
Revert To Parent
e Help

© 2019, DocuPhase Corporation Page 9 of 28 Claims Authentication — Active Directory Federation Services (ADFS)
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G) Create and add an sso.htm to Root Directory of DocuPhase Server

1) Create the sso.htm file with the following contents:

<!DOCTYPE HTML>
<html lang="en-US">
<head>

<meta charset="UTF-8">

<meta http-equiv="refresh" content="0; url=web/authorization/Access.aspx">
<script type="text/javascript">

window.location.href = "web/authorization/Access.aspx"
</script>
<title>Page Redirection</title>
</head>
<body>
</body>
</html>

2) Add the sso.htm file to the root directory for DocuPhase Server (e.g., C:\Program Files\DocuPhase\DocuPhase Server).

H) Edit the DocuPhase Web Application Config File

In the DocuPhase Server web.config file (generally located here: C:\Program Files\DocuPhase\DocuPhase Server):

Make the following changes:

Starting at
Line(s) Content for Change
1) 10 UnconnnentHnESIOBnd <!__****************************************************
and 11 ** Sections needed for Claims Authentication
11 ****************************************************__>
<section name="system.identityModel"
type="System.IdentityModel.Configuration.SystemIdentityModelSection
, System.IdentityModel, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=B77A5C561934E089" />
<section name="system.identityModel.services"
type="System.IdentityModel.Services.Configuration.SystemIdentityMod
elServicesSection, System.IdentityModel.Services, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=B77A5C561934E089" />
2) 99 Setthefo"o“ﬁng' <!__****************************************************

v’ authentication mode =
none

v defaultUrl to
Access.aspx:

** For Claims Authentication set the mode to None **
****************************************************__>
<authentication mode="None">

<forms loginUrl="web/authorization/Access.aspx"
defaultUrl="web/authorization/Access.aspx" protection="Validation"
timeout="120" slidingExpiration="true" requireSSL="false" />

</authentication>

Edit the DocuPhase Web Application Config file (continued on next page)

© 2019, DocuPhase Corporation
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Edit the DocuPhase Web Application Config file (continued)

3) 269 Uncomment to include <t--
mOdUles 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk >k sk 3k ok 3k 3k 3k >k 3k >k sk >k sk >k 3k 3k ok sk sk sk 3k sk >k sk >k sk sk ok sk 3k 3k >k 3k 5k sk >k ok ok
** When enabling Claims authentication uncomment these
modules. **
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k >k 3k >k 5k 3k 3k 3k 3k 3k 3k sk >k sk >k sk sk sk sk sk sk ok 3k ok sk >k Sk 3k sk >k 3k >k 3k Sk 3k 3k 3k 3k >k sk >k sk >k sk skok kok skok kok
->
<add name="RedirectFederationAuthenticationModule"
type="iDatix.Web.RedirectFederationAuthenticationModule" />
<add name="SessionAuthenticationModule"
type="System.IdentityModel.Services.SessionAuthenticationModule,
System.IdentityModel.Services, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089" preCondition="managedHandler" />
4) 300 Uncomment the Section <!__****************************************************
and edit the data* ** For Claims Authentication set the mode to None **
(highlighted in yellow) s sk o o o o ook o o ok o R o ok o ok o R o ok o R o ok o R ok ok o K ok K sk ok ok ok sk RSk Rk Rk _ s

<location path="FederationMetadata">
<system.web>
<authorization>
<allow users="*" />
</authorization>
</system.web>
</location>
<system.identityModel>
<identityConfiguration>
<audienceUris>
<add value="https://idatix@56.idatix.loc/DocuPhase/" />
</audienceUris>

<issuerNameRegistry
type="System.IdentityModel.Tokens.ConfigurationBasedIssuerNameRegis
try, System.IdentityModel, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089" >

<trustedIssuers>

<add
«| thumbprint="da72de2b19ae0786ee782ee9330637a67dfd59ef"
name="https://domain.idatix.loc/ADFS/services/trust" />

</trustedIssuers>
</issuerNameRegistry>
<certificateValidation certificateValidationMode="None" />
</identityConfiguration>
</system.identityModel>
<system.identityModel.services>
<federationConfiguration>
<cookieHandler requireSsl="false" />

<wsFederation passiveRedirectEnabled="true"
issuer="https://domain.idatix.loc/ADFS/1s"
realm="https://idatix@56.idatix.loc/DocuPhase/"
requireHttps="false" />
</federationConfiguration>
</system.identityModel.services>

*domain.idatix.loc is the host name of the ADFS server and idatix056.idatix.loc is the host name of the DocuPhase web server .
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I) Confirm that the ADFS Certificate Thumbprint Matches

ADFS Single Sign-on only works when the ADFS

Thumbprint matches the one that’s in the
DocuPhase Server web.config file :

1)

In the Certificates window:

2)

L
G File View Window Help
+ | z(m H=

T ADFS

Go to AD FS Manager» ADFS)> O senice

ServiceW> Certificates. ] Endecints 4
| Certificates
4 || Trust Relationships
~| Claims Provider Trusts
| Relying Party Trusts
| Attribute Stores
| Authentication Policies
7 Per Relying Party Trust

Right-click the primary token signing
certificate to display a list of options,
then choose View Certificate to
display the Certificates dialog.

N

In the Thumbprint field of the Details tab
of the Certificates dialog:

3)

4)

View and copy the thumbprint (e.g.,
5730d7cd5d4003c468120590dd5c33c3e7f4e).

Go to and open the DocuPhase Server web.config file (generally located

here: C:\Program Files\DocuPhase\DocuPhase Server).

DocuPhase Server web.config file

5)

Find the thumbprint value
and make sure it matches

C:\Mm Files\DocuPhase\DocuPhase Server\Web.config - Notepad++ [Administrator]

3_

Subject Issuer Effective Date  Ewpiration Date  Status  Pamary
Service communications
[E] CN=domain idatix loc, OUs=|... CN=ca.idatixloc, DCsidati.. 4/5/2017 4/5/2018
Token-decrypting
[E]CN=ADFS Encryption - dom... CN=ADFS Enciyption - do...  4/5/2017 4/5/2018 Primary
Token-signing 2 \
g:!m I : 475,207 4/5/2018 Prirnar
View Certificate... .
—_—
s Certificate | =
e
General | Detals |CerhﬁcaﬁonPath
Show: | <All> vl
Field value I
[ ISignature hash algarithm o
L2 Issuer ADFS Signing - adfs et .,
_vaid from wiwg. 13, September 2020..
“|vaiid to wewieg. 13, September 2021...
| |Subject ADFS Signing - adfs.Jeastprivil... | =
" |Public key -
=) Thumbprint algorithm e
[2| Thumbprint 75 19 84 57 69 12 83 27.,, |v
75 19 04 57 @9 12 @3 27 @2 31 82 32 56 pb @6 18
L

42 jm @8 15 be

r3)

TFile Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7

the thumbprint of the Y WEE LT EEE LGP Bl T |
ADFS Token Slgnlng [l DocuPhaseServer og (3| B new 1 (3| B Web confia (3| [ Wb config (3| [ Web.configlPDATEDfoHELP (3 |5 Wb B UploadMana
certificate you just viewed o [T ) o /
(step 2 above). R L ,/
e Ifitdoes not match, copy ||.. | T
425 <system.identityModel>
and paSte the 4286 <identityConfiguration>
H 427 <audiencelUris>
thumbpr,ntfrom the 428 <add value="https://testserver.domain.com/iSvnergv/"/>
Certificates Details tab o A i ‘
30 <issuerNameRegistry type="System.IdentityModel.Tokens.ConfigurationBasedIssuerNameR
(Step 2 above)‘ System. IdentityModel, Version=4.0.0.0, Culture=neutral, PublicKeyToken=h77aS5c561934 y.
431 - T
43 <add thubprint="75190457091203270231823256pb061842 jm0815be™ nawme="
433 </trustedIssuers>
439 </ igsuerNameRegistry> 5)
435 <certificateValidation certificateValidationlMode="None"/>for
436 </identityConfiguration>
437 </systen. identityModel>
438 <gystem.identityModel.services>
439 <federationConfiguration>
® IMPORTANT!
e Remember, if the Thumbprint does not match, ADFS Single Sign-on-will not work.
e  When you copy and paste the Thumbprint from the Windows Certificate window, there may be extra

characters/elements that get copied as well. To make

sure you have just the appropriate information copied, use

the following procedure to verify that you have the appropriate code copied and pasted.

a) Open the file in Notepad++.
b) Go to Select EncodingW Encode in ANSI.

o

Remove any extraneous characters (see Example below)

EXAMPLE:

e such as this.
<add thumbprint="aez aez520

Look for and delete
extraneous characters

© 2019, DocuPhase Corporation
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Summary Diagram: When DocuPhase is Configured Correctly for ADFS

The flow of control for DocuPhase authentication with ADFS properly configured looks like this:

@

User navigates to
DocuPhase web application

Active Directory.
|

via HTTPS in browser. ADFS authenticates
' . @ ?ea User credentials against B Fo @
Browser sends redirection w

h
VN

) Active Director | “e= credentials.
-~ sends verification -
@ ADFS verifies relying \_ token to ADFS. e

party trust, then sends
login screen to user.

4

]

= User enters credentials. @

2 l @ ADFS returns token to
verified User’s browser,

then redirects to configured
application page
(e.g., sso.htm)

User Name is read from
token, and logs user into

DocuPhase database.

®

DocuPhase receives the redirect
to sso.htm, and redirects to
Access.aspx; then page verifies
authentication token.

VN

® User is redirected to the default

page configured for that User, with

pre-defined, permissions based
access to DocuPhase.

a) The User Navigates to DocuPhase web application (i.e., Service Provider) via HTTPS in browser
b) ADFS receives a redirection request from the browser, and verifies the origin of the request

c) If the origin of the request is configured as a relying party trust within ADFS (— see Section B, on page 5),
ADFS displays the login screen to the user; otherwise an error appears.

d) When the ADFS Login screen appears, the User logs in with credentials.
e) ADFS sends credentials to Active Directory for authentication.
f) Active Directory checks and authenticates the User’s credentials.

g) Ifthe user is authenticated, ADFS sends an authentication token (in the form of a cookie) to the User’s
browser; then issues a redirect to the application page configured within ADFS (e.g., for DocuPhase it
redirects to sso.htm — see Section G, on page 10)

h) When DocuPhase receives the redirect to sso.htm, the application immediately redirects to Access.aspx; the

page then verifies that a valid authentication token exists.

i)  If the authentication is verified, ADFS sends the token to the verified User’s browser, after which the
browser is redirected to configured application page (e.g., sso.htm — see Section G, on page 10), and
attempts to log in that user to the DocuPhase database.

j)  DocuPhase reads the User Name is read from token, User entry existence in the DocuPhase Database is
verified, and the User is logged into DocuPhase.

k) The User is redirected to the default page configured, and then has to pre-defined and permissions-based
access to DocuPhase.

© 2019,

DocuPhase Corporation Page 13 of 28 Claims Authentication — Active Directory Federation Services (ADFS)

¢J2 DOCUPHASE

request to ADFS to verify origin. | - 14 Active Directory
: = verifies User



¢/2 DOCUPHASE

SSO (Single Sign-On) Configuration Guide

SAML Configuration - Version 6.2 (and later)

The Security Assertion Markup Language (SAML) is used to allow security log in information to be shared between two or more
computers across a network: letting one computer perform certain security functions for one or more devices. It performs two

roles:

v'  Authentication: Confirming that users are who they say they are
v' Authorization: Confirming that users have rights/permissions to access certain systems or content

DocuPhase has developed SAML integration for customers who require Commercial Off-The-Shelf (COTS) packages to support single
sign-on: giving their IT staff a centralized way to manage users and permissions.

@ IMPORTANT!
SAML must be configured for DocuPhase BEFORE any SAML-based Identity Provider can be configured to work
with DocuPhase for Single Sign-On.

[)) wore

References to “{mycompany}.docuphase.com” indicate a general pattern (not literal use) when setting configurations.

:’_D;Q EXAMPLE

If your company’s DocuPhase address is orgname.docuphase.com/docuphase, then use
“orgname” in place of {mycompany} in the instructions on the following pages.

The process for configuring DocuPhase to work with SAML includes the following:
A) SAML Configuration for the Identity Provider System (see below))

B) DocuPhase Service Provider Configuration (see page 28)

A) Identity Provider Configuration

For Single Sign-on in DocuPhase, you can configure any of the Identity Providers listed below:

e Azure AD (see page Appendix B1 on page 19)
« Okta (see page Appendix B2 on page 21)
« onelogin (see page Appendix B3 on page 24)

@ IMPORTANT!
For any Identity Provider not listed above, please contact DocuPhase for assistance (see page 17).

Remember that when you have finished the Identity Provider configuration, there is information used
there, that must also be used in the DocuPhase SSO configuration. Therefore, please make a note of the
following for use in the DocuPhase SAML configuration:

v'  PartnerldentityProvider

v Metadata entitylD
v'  Identity Provider Url
v

Partner certificate (in the Identity Provider’s metadata)
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B) DocuPhase Configuration (Service Provider)

In Notepad ++:
1) Browse to and open the DocuPhase saml.config file.
2) Add a<PartnerldentityProvider> entry for the Identity Provider.
3) Set Name value to the metadata entityID.
4) Set the Identity Provider Url to the Identity Provider single sign-on URL.
5) Set the SingleLogoutServiceURL to the Identity Provider single logout URL.

6) Copy the partner certificate information (from the Identity Provider metadata), then paste it into the SAML config file
(as shown below).

7) Save the saml.config file.

[&f *C:\Proaram Files (x86)\Notepad-++\DocuPhaseSAML.config - Nﬂtepad‘F + [Administrator] rj) - O X

File Ef“ 7 h View Encoding Language Settings Too\s Macro Run Plugins Window 7 X
s B 4 DRI2el o ) IRRIELIELL =L BERILDEL]

B2 |=| DocuPhase SAM L.config p

1 <!--ipname-->
<PartnerIdentityProvider 3

Name="https://app.ipname. com/saml/metadata,/ XXX "

Description="ipname" 4
SingleSignOnServiceURL="https://docuphase-dev.ipname/trust/saml2/http-redirect/sso/XXXXXX"

SinglelogoutServiceURL="https://docuphase-dev.ipname/trust/saml2/http-redirect/slo/XXXXXX"
‘) <5 Internet Inform ation Services (IIS) Manager

@ ) 93 » techwriter »
From the File fiew help
Action:

desktop: €3 Connectto a Server... Server
Imp

8) Restart IIS. €@ ConnecttoaSite... 8 ' Certific s

‘3 Connect to an Application... ptes

~N oo AR W N

PartnerCertificateFile="SAML\ipname.cer"/>

i
H Save Connections

§  Disconnect

Exit

Configuration Checklist for All Options

Use the following checklist to make sure all necessary settings are in place for any successful configuration of SSO.
v’ Make sure Single Sign On is enabled in the dob DocuPhase Database (SQL) config table
v’ Make sure ADIS is enabled in DocuPhase Service Config file
v' Make sure IIS authentication is set up as follows:

e Server Psites »default web sites »Docuphase »authentication (only need Windows Authentication enabled)

e Server Psites »default web sites »Docuphase »web->services->authentication (only need Anonymous
Authentication enabled)

e Check IE Trusted Sites Custom config for correct authentication
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Troubleshooting

Issue: If a 401 Error Occurs...

When setting up DocuPhase to use SSO, the DocuPhase site only uses Windows Authentication. This disables Anonymous and
Forms authentications: preventing DocuPhase Service from calling on the subdirectory DocuPhase/Web/Services, and causing a 401

error.

However, there is a simple workaround for this issue as shown below:

IMPORTANT!

The procedure described below is only necessary AFTER enabling SSO using the DocuPhase SSO Configuration Guide.

The workaround for this issue
is to configuring the
DocuPhase server IIS app
pool to accept the
DocuPhase windows

service login attempts

for HTMLS5 cache

clearing, as shown below.

Under the DocuPhase
Server name in IIS
Manager:
1) Go to Sites

» Default Web

Site »DocuPhase

»Web

P Services.

In the Services window:

Y

» DOCUSHASESERVER » Sars » Defaul WebSee

Internet Information Services (IIS) Manager

» DocuPhase & Web »

Ot

Awi’ﬁ' DocuPhase

b7 Hgp Themes
b bin
b Hitgiewrerlie
b3 NDS

owe

.
4 1

| Services

2)

3)

Double-click 5% Authentication to
display corresponding settings.

Make sure that the Anonymous
Authentication is Enabled, but all other
Authentication settings are Disabled (as
shown in image).

Web Home

(5 Show AN | Groupby: Ares

& & - 1 '_\ y "'.; <

€

L] r*
e BET  METEmor  MET  METPrefe NETReies NETTmst  METUsens
[ Levess

. Compiaion  Pages  Glotalaiion

&

!
@ !‘; 2 = E &
- 'l d e B @
s B Oelouk Gredoy  EvorPages Mandier
Authentic... " Docomiet  Griming Mapsing

| Authentication

Group by: No Grouping -

rs

Name
Anonymous Authentication
ASP.NET Impersonation
Basic Authentication

Digest Authentication
Forms Authentication
Windows Authentication

L,

HTTE WITE
5 Redied  Repon..  andD

Status

Enabled
Disabled
Disabled
Disabled
Disabled
Disabled

v g 5
Application Cemnectics n Maching ey Pagesand  Prowidens
Sefngs  Strings Cantrets

2

@ r

s Logging  MIME Types

Response Type

HTTP 401 Challenge
HTTP 401 Challenge
HTTP 302 Login/Redirect
HTTP 401 Challenge

3
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Questions or Need Assistance?

If you have specific questions or need assistance with the configuration of SSO and/or a specific Identity Provider, please contact
DocuPhase at any of the following:

Email: support@docuphase.com
Phone: (727) 441-8228

Website: https://www.docuphase.com/contact-us

BEST PRACTICE
When sending an email please use the following format:
e In the Subject line: “Request for information about 6.3 Upgrade”

e In the Body of the email:
+ Give a brief description of the information you are looking to obtain.
+ Provide the best contact name, phone number, and email address.
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Appendices
Appendix A: Prepare the DocuPhase Database for SSO

Regardless of the Authentication type that =

Edit  Wiew Frejet  Debug Took Window  Help
you are configuring, you MUST make the (00| M-8 | BNty DR R RS XD |70 ® o
H H ¥ | Decdn | b Eocute Debug m S IEEH | FlEBL|va|a=]e-
following setting: ——
Conmect~ § ¥ 5 T G # =+== Script for SelectTophRows comsand from S35  -+==°=

jseLECT ToP (1888) [ContigED]

= [ server0] (50U Server 150,420 - sa]

In the DocuPhase SQL Config table: & B server01 (SQL Serves 130.820" sa)
= i Databases {tha. [contig)
@ W System Databases

Make sure the Single Sign-on setting is
set to “true”.

@ W Database Snapshots
= i DocuPhase
& B ook 3
i B o b4
4 [ o oty §
& ) dbo_okj 6 =
& B dvo._oby 7 E Fomts g Messsgss
& 0 dbo_obj b — - -
T

i

@ :
H

You must be sure to Set Up and Synchronize DocuPhase Users for any of the
Authentication Configurations:

In ADIS Manager:

1) Synchronize Active Directory users between Active Directory and
DocuPhase database users.

| Logn | Dugins & Goeps |

Logn Nan
Usei Logn Doms Nase
[TECHWRITER ]
Domsn/Smve =
techutes con 7| Updsle Ful Hase
Use Nars, 7 Upasla Emad Adewess

O —

| Update ecourt EnaoleDisable

File Edit Seach View Emcoding Language Semngs Tools Iia(m R Plugms  Window 7 - X
dHE R B D se/lag 22 BRI EEERO | @ W08 R [H
= [ 3] e 1 3] W oty 5] e UPBATEDSAHELP 1| B web cont 3| B =]

W tileservice ra -, + pariods 13" assessiy or\Frogram B
Files (ue) toes. il enndLed=" EEE" 1>

s <imporcservice cype="iDatix.Scrvices.Inport.ImgertService’ peripd="13° assenbly="c:\Program Files

In the DocuPhaseService.exe.config file: o eesermsds purisa iSier: padftes wer e ’_

) L1 ensb led-* Erue® />

<osuthtokenciesnupservice typestiDatix.Serv szation, Der Lode" 36000

2) Make sure ADIS Service iS Set tO ”true”, ew:nrnh\y‘ o \Fragram Files hﬂn)\n::::::\n-un--- Service\ibatix. Services. 4Ll E...n:n::;:‘:;

. Files mﬂﬁl\bmulh--!\b- -ﬂ-u-- Service\ibatix.Services. dll' ennbled="false® =15/>
then Save the f||e s CHURISVIOUAECRSTASSEVIcE TypEn-DeCUPASS  SOEY e cache. porios=17m0"
. assenily=to:\Proyram Files (xB6) Sexvice\ibati 1e. Al ade" BEE" /> Wl
ss Crpest iDatix. PlogT FaPrsPrecess’ perio=i1s' ssssniye
*o:\Prouram Files (xB6)\BacuPhase\bocuPhase

Datin. By ¥ .11 enahloa='zalser/>
=6 1, - Pluglns.F: Eoam: " pericd=r15" mssesbly-
ro1\Progran Files (B5) Service\iDatix.Plugins.FommCreatsr @ll° =nsbled="false=/>

SHEDISService cype="iDatix.ADIS.Service.Service' period="60" assembly="c:\Program Files
(x86) \DocuPhase\DocuPhase Service\ADISService.dll" enabled-"@". 2] I

DT TouchUp < rpec IDak in-15ymeray PLurTn POTToechUp POPToothop? LurTn peciomt Ty=
‘ei\Proyeam Files (x86)\PecuPhase\BocuPhase ServiceliDatis, iSyneeqy. Plugin. PR PLL enabieas
‘galeetss

& LypenT LDt k. PL ' aspemniye
"e:\Program Files (xB6)\DecuPhaseybocuPhase Service\iDatix.Plugins.Metadataotifications. 411" enabicd
= FR" pericasient/>

st b ciservices
eitensible Markup Lnguage e lengeh 8044 lines - 141 Ln:58 Col 155 Sel:d|1 Windows {CRUF) _UTF-& [

Appendix B: Set Up and Synchronize DocuPhase Users (continued)
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Appendix B: Set Up and Synchronize DocuPhase Users (continued)

For IS Manager under the Internet Information Services (B5) Manager |
designated Server: B0 |3 DATOSs Sae » DctaukWebSte » Docubhuse »
. File View Help
3) Enable both of the following e
items: n 4 Authentication
v" Anonymous Authentication R e s Grop by NoGrouping - 3
v d A h 2[4 Sees Name Status Response Type
Windows Authentication Defaut Web Sit = J
o & e 08 Anonymous Authentication Enabled
sspnet_client Basic Authentication Dissbled HTTP 401 Challenge I
: ConfigurationService Forms Authentication Drssbled WTTP 302 Logn/Redirect
‘¥ DataService
» D:umomsm.“ Windows Authentication Enabled
¥ DocumentMetaDstaService ’
‘¥ DocurmentServer
‘¥ DocuPhase
¥ DocuPhaseHTMLS Viewer
¥ Formstervice

Appendix C: Configure Specific SAML-Based Identity Providers

The following information provides a description of how to configure the following Identity Providers for DocuPhase Single Sign-on
C1) Azure AD (see below)
C2) Okta (see page 21)
C3) onelogin (see page 24)

C1) Configure Azure AD

Use the following information (both sections A and B) to configure Azure AD as a SAMLE Identity Provider for DocuPhase.

NOTE
When you see the term “Service Provider” referred to in any Identity Provider-specific instruction information,
remember that DocuPhase is the Service Provider

a) Set up basic SAML Configuration for Azure AD as an Identity Provider

Please go to the Microsoft Azure AD for Single Sign-on Configuration documentation found via the following link:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-single-sign-on-non-gallery-applications

C1) Configure Azure AD (continued on next page)
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C1) Configure Azure AD (continued)

b) Make changes to the web.config and saml.config files

Once you have complete the procedure detailed in the link in Section A, you’ll need to use Note++ as an Administrator to
make changes in both the web.config and SAML.config files, as described below:

-(F3y- TIPS
‘Q The web.config and saml.config files are generally located at: C:\Program IFiles\DocuPhase\DocuPhase
Server\Web.config).

v’ Web.config
In Notepad++:
1) Open the web.config file.
2) Set the Authentication Mode to “None”.
3) Set Authentication access to “Allow Users”.

4) Enter the Azure AD Identifier/PartnerldentityProvider (used in section A) as the URL for the
SAMLIdentityProvider key.

5) Uncomment to set the “defaultDocument”.

File Ecit Search . e ‘.‘- -'... L Setting 15 Macro F PIUGINS W i . :
BB RGE shk e a2 BRIEV EERae BE b= B| [
(5 Web coniip 3 JESHEE

** 1)For Saml Authentication: uncomment the following to set the mode to None *#

R e e RS R L R T 2 T

102 [T'] <!-—<authentication mode="None"> T
103 </authentication>--> 2
104 < | ——<menbe ultProvider=" Ader”
109 </membership>-->
110 T4 a2 i a2 R AR R Rt Rt s R iR i st it i ittt ntan it ittt dl
111 ** 2)For Sam) Authentication: change <deny users="?" /5\tp <allow users="=#/> #*«
112 R N R R A R N R RN N F RN R TR R R R AT T R R TN AN AR ARSI TNN RS
113 <authorization>
114 | <l--<allow users="=" /5__> \ h \/Z \\a¥
Ty qeny uzerz=-ze 7> 3 — "
</authorization>
- N — __’_—._K
I 71 X ; S —p—
226 e AR AR R AR AR T A A RIS ATRAITTIRCSITIELISISRITIRBTRISISTRSRR TR SRR w | L) K EETRRRRN
227 ** 3)For Saml) Authentication: uncommwent to a&gid The partner iidentity provider *#
228 AR R R A N A R N N R N R AR R N N R A N N NN AR N R R AR AN RN R NN PR R AR AN Ny
<add key=“SANLIdentityProvider” value="
anStrings> .
——
Uz </tiles- o N R A Tl
403 </ defaultDoCUmETHT > =
404 e R R A R A R A A A A R N R RN AN RN RN R AR RN RN RN ARG E AR g AR n AR
405 ** 4)For ‘$aml Ruthehtication: uncommwent to set defaultDocument *%
Anell | | aeeasa.dad uf s esssssssassstassasasssssosssssnsssssssssssssannsns
407 <!=-<defaultDocunent enabled="true">
408 <files>
409 <clear/>
410 <add value="SamlLogin.agpx" /> 5) El
411 </files>
412 </defaultDocument>-->
i _—

C1) Configure Azure AD (continued on next page)
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C1) Configure Azure AD (continued)

v'  Saml.config
In Notepad++:
1) Open the saml.config file.

2) Use the information entered in the Azure Instructions (see section A on page 19) to enter the following in the
saml.config file:

e  Partner Identity Provider

e  SingleSignOn and SingleLogout URLs

NOTE
For DocuPhase, the Single Sign URL and the Single Logout URL are the same.

» *C:\Program Files\DocuPhase\DocuPhase Server\saml.config - Notepad++ IAchninistranoer [= [ = =
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7?7 X
HHB 2GR s hD| e nn « x| BEE B 6D @
BVt =] saml.config E3 |

1 <?xml version='1.0"25]

[H<SAMLConfiguration xmlns="urn:gomponentspace:SAML:2.0:configuration">
<ServiceProvider Neawe="http://idatix064/DocuPhase’

2
3
4 Description="DocuPhase"
5
6

AssertionConsumerServicelrl="~ /SAML fSAMILLoggedin. aspx"
LocalCertificateFile="SAML\sp.pfx"
LocalCertificatePassword="password"/>

] <PartherIdentityProviders:

10 CIXAAAZure =
11 <PartnerIdentityProvider Name="http://<Your Identity Provider Issuer from the Azure Instructions>"

2 Description="Azure"

& SingleSignOnServiceUrl="https://Your Identity Provider Single Sign-On URL from Azure Instructions>"
14 SinglelLogoutServicelUrl="https:// Your Identity Provider LogOut URL from Azure Instructions>" 2
15 PartnerCertificatefFile="SAML\<name of your AzureSSO cert.cer"/>

T i3 = <PartnerIdentityProviders>
</SAMLConfiguration>
{eXtensible Markup Language file length: 1,453 lines: 19 Ln:15 Col:53 Sel:22]1 Windows (CRLF)  UTF-8-BOM INS
IMPORTANT!

Once both the web.config and saml.config files are edited (as described above), restart both DocuPhase and IIS.

C2) Configure Okta

Use the following information (both sections A and B) to configure Okta as a SAMLE Identity Provider for DocuPhase.

NOTE

When you see the term “Service Provider” referred to in any Identity Provider-specific instruction information,
remember that DocuPhase is the Service Provider

a) Set up basic SAML Configuration for Okta as an Identity Provider

Please go to the Okta Single Sign-on Configuration documentation found via the following link:

https://developer.okta.com/docs/guides/saml-application-setup/overview/

C2) Configure Okta (continued on next page)
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C2) Configure Okta (continued)
b) Make changes to web.config and saml.config files

Once you have complete the procedure detailed in the link in Section A on the previous page, you’ll need to use Note++ as
an Administrator to make changes in both the web.config and SAML.config files, as described below:

-(F3y- TIPS
‘Q The web.config and saml.config files are generally located at: C:\Program Files\DocuPhase\DocuPhase
Server\Web.config).

v’ Web.config

In Notepad++:
1) Open the web.config file.
2) Set the Authentication Mode to “None”.
3) Set Authentication access to “Allow Users”.

4) Enter the Okta Identifier/PartnerldentityProvider (used in section A) as the URL for the
SAMLIdentityProvider key.

5) Uncomment to set the “defaultDocument”.

File Edit Search ;
o == I =RER @‘

n\ac\n, 4s\ En.:@au,@ DR=R=0

** 1)For Sgml Authentication: uncomment the following to set the mode to None *%
B L T T T T T,

tl <!--<authentication mode="None'>
</authentication>--> 2
< | —=<menbe ultProvider="

109 </membership>-->
110 e R R R N A R R AR A R R R A A R A R R N N T R R R N R R R R E R N A A R R R RN AR AN AN A AN AN AN XAANRTRNANR
111 ** 2)For Samk Auchentication: change <deny users="?" />tp <allov users="="/> ¥%
112 NN I NI NN RN TN N TN N RN T R R AT A I A T TN TN AN TTANNARTIT AN RS
113 <authorization>
114 ‘ <l==<allovw users="sr /s> r AL N\eh ©
TT <UENY USers=TTTT7> - -
ILUKL </authorization> J
e -= I ’F—.ﬁ.‘__
225 oy

——

226 <\__l!l‘lﬂ‘lk!l?ltltl!!!lll!!l!l!!!l!ll’ltlr!!!!l’!!!!!l!l!lI'II!I»—. [ > ~ATTTXRRER
227 ** 3)For Saml Authentication: uncomment to add The partner didentity provider ==
L ey e R R e eSS E R R i e s 2 L] L

anStrings>

</files- 2 AN \ T
</def.aultbucmm:>-->

I L s T L)

Ak 4 Fog m Juthentication: uncomment to set defaultDocument =%

407 T <.--<de£aulcbocumenr. enab led="true"”>

408 <files>

409 <clear/>

410 <add value="SamlLogin.agpx" /> 5)
411 </files>

412 </defaultDocument>==>

BT L T T e TSR]
— —

C2) Configure Okta (continued on next page)
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C2) Configure Okta (continued)

v’ Saml.config

In Notepad++:
1) Open the saml.config file.

2) Use the information entered in the Okta Instructions (see section A on page 21) to enter the following in the
saml.config file:

e  Partner Identity Provider

e SingleSignOn and SingleLogout URLs

NOTE
For DocuPhase, the Single Sign URL and the Single Logout URL are the same.

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X
i 0 5 =~ | ™= =5 T

cDHBRGE shb ey a2z BR|EHIERELRes BE N E B [

Bt =] saml.config E3 |
it <2xml version="1.0"23 }

2 [H<SaAMLConfiguration xmlns="urn:gomponentspace:SAML:2.0:configuration">

3 <ServiceProvider Name="http://fidatix064/DocuPhase"

L Description="DocuPhase"

5 nssertianCnnsumErSEtvicEUrlm"~fSEHlIShM1Lngqedin.@anu“

& ! LocalCeptificateFile="SAMLAsp. pfx"

o

8

9

LocalCertificatePassword="password"/>

[l <PartnerIdentityProviders>

10 == Azure -—3
il <PartnerIdentityProvider Name="http://<Your Identity Provider Issuer from the Okta Instructions>"
12 Description="0Okta"
13 SingleSignOnServiceUrl="https://Your Identity Provider Single Sign-On URL from Okta Instructions>" ‘2)
14 SingleLogoutServiceUrl="https:// Your Identity Provider LogOut URL from Okta Instructions>"
15 PartnerCertificateFile="SAML\<name of your OktaSSO cert.cer"/>
16 = <PartnerIdentityProviders>
ity </SAMLConfiguration>
18
eXtensible Markup Language file length : 1,453 lines: 19 Ln:15 Col:53 Sel:22|1 Windows (CRLF)  UTF-2-BOM INS
IMPORTANT!

Once both the web.config and saml.config files are edited (as described above), restart both DocuPhase and IIS.

Appendix C: Configure Specific SAML-Based Identity Providers (continued on next page)
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Appendix C: Configure Specific SAML-Based Identity Providers (continued on next page)

C3) Configure onelogin

Once you are logged into Onelogin:

1) Go AppsP Find Apps do display the

applications search screen.

In the search field at the top of the
Find Apps screen:

2) Enter “SAML” to find related
applications.

From the search results:

3) Select SAML Test Connector (IdP) to

display the Portal settings.

Set Display Name and Add the DocuPhase

Logo for Portal

For Portal settings:

4) Enter “DocuPhase” as the
Display Name; make sure the
Visible in portal option is green
(i.e., on).

5) Dragand drop the DocuPhase
logo from its location into the
appropriate location (i.e., either
rectangular or square).

SAVE

6) Click to store the

settings.

B Apps

‘ Q sam||

Custom conneclors

2l

— Google SAML Quicklink

R Google Inc.

6

Intralinks SAML

Pilot Catastrophe SAML (1dP)
OnelLogin, Inc.

SAML Test Connector (IdP)
OneLogin, Inc. 3

nnector Wi
OnelLogin, Inc

— Add SAML Test Connector (IdP)

CANCE

Info
Portal | Display Name 4 ) |
DocuPhase ]
Rectangular lcon Square lcon
{ Upload a square icon at least S12x512px as
5 Upload an icon with an aspect-ratio of 2.6:1 as either a &F either a transparent .PNG or SVG
transparent .PNG or .SVG
777777 ,
I 1| ~
| -
| & | o
| | s ey T M ) —
| o T
| |
IDOCUPHASE!

C3) Configure onelogin (continued on next page)
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C3) Configure onelogin (continued)

Set Application Details

On the Application page:

7) Make the following settings:
| Enter this...

In this field...

Audience

https://{mycompany}.docuphase.com/DocuPhase

Recipient

ACS (Consumer) URL
Validator

ACS (Consumer) URL

https://{mycompany}.docuphase.com/DocuPhase/SAML/SAMLLoggedin.aspx

Single Logout URL

https://{mycompany}.docup

hase.com/DocuPhase/SAML/SAMLLoggedout.aspx

8) Click s to store
the settings.

~ SAML Test Connector (IdP) SAVE

Configuration

8)

Application Details

—

r Audience

Leave RelayState
— field blank.

https://{mycompany}.docuphase.com/DocuPhase

Recipient

https://{mycompany}.docuphase.com/DecuPhase/ SAML/SAMLLoggedin.aspx

ACS (Consumer) URL Validator*

https: //{mycompany.dochghase. gomy DocuPhesel SAML/ SAMLLDGgedin.aspx
"Requiréd. Regular expression- Valldates the ACS URL when initiated by an AuthnReguest

ACS (Consumer) URL"

| https:/f{mycompany}.docuphase.com/DocUPhase/SAML/SAMLLoggedin.aspx
“Required

Single Logout URL

https://{mycompany}.docuphase.com/DocuPhase/SAML/SAMLLoggedout.asp:

C3) Configure onelogin (continued on next page)
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C3) Configure onelogin (continued)

Configure Signature Algorithm

In the SAML Signature Algorithm field
on the SSO link page:

9) Select SHA-256.

10) Click m to store the settings.

Download the Identity Provider
Metadata

In the More Actions drop down:

11) Select SAML Metadata* to
download the Identity Provider
metadata that is used to configure
the Service Provider (DocuPhase).

m

nable SAML2.0

~ SAML Test Connector (IdP)

SAML2.0

9) SHA-256

MORE ACTIONS -

SSO )

SAVE

10

«~ SAML Test Connector (IdP)

Vendor Homepage

[ SAML Metadata

Delete

|
|

o

@ IMPORTANT!
You need to make any necessary configuration changes for users or roles within the Identity Provider’s

system to allow users to access the DocuPhase application.

Onelogin - Download the Identiry Provider Metadata (continued on next page)
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Onelogin - Download the Identiry Provider Metadata (continued)
Sample metadata.xml:

<?xml version="1.0"?>

<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="https://app.onelogin.com/saml/metadata/764180">
<IDPSSODescriptor xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>

<ds:X509Certificate>MIIEHTCCAWWgAWIBAgIUWOKS5yY1IXpcktUcXLIoBIVNR3AVBWDQYJIKoZIhvcNAQEF
BQAWWJ ELMAKGA1UEBhMCVVMxE jAQBgNVBAOMCURVY3VQaGFzZTEVMBMGALUECwWwM
T251TG9naW4gSWRQMSAwWHEgYDVQQDDBdPbmVMb2dpbiBBY2NvdWS@IDEYMjI3NTAe

IHrORVHCc++gvIpU+hhX/eAwuD7WZwlKTITuHGG6YIF1DFjAHM1ycjEC17X6IL130
9hk+Pnw3jQHImYJ5i2C7xpKokI10qjqMzYeKItEyILrTAJUFiG37ZbWfsArgkzsM
PJeyDhDf/AcM2ZzxLhf+BapU6yvCWxHyR8Y39R/aTwLID7eunbQ805cQsNtjIuUvT
Sw==</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</KeyDescriptor>

<SinglelogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://docuphase-dev.onelogin.com/trust/saml2/http-redirect/slo/764180"/>
<NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</NameIDFormat>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://docuphase-dev.onelogin.com/trust/saml2/http-redirect/sso/764180"/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://docuphase-dev.onelogin.com/trust/saml2/http-post/sso/764180"/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" Location="https://docuphase-
dev.onelogin.com/trust/saml2/soap/sso/764180"/>

</IDPSSODescriptor>

</EntityDescriptor>
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Appendix D: Summary Diagram of Successful SAML Configuration

The following diagram shows successful single sign-on for any of the SAML Identity Providers described in Appendix C.

User logs into
DocuPhase via browser.

r
User has pre-defined,
@ permissions-based @
designated DocuPhase sends a SAML Browser forwards @
access to DocuPhase. @ Authentication Request is Authentication . .
sent to browser. Request to Id. Provider. Id. Provider verifies
D User credentials,
DocuPhase and generates
SAML token.
U CO;!:IP letes 1 @ Id. Provider
Ser Sign-on. sends SAML token is sent
@ to back to the browser.
DocuPhase Browser forwards
matches token SAML token to DocuPhase.
with
User entry
and table.
a) The User navigates to, and logs into the DocuPhase web application (i.e., Service Provider)
via HTTPS in browser
b) DocuPhase then sends a request for SAML Authentication to the browser.
c) The browser forwards the authentication request to the Identity Provider.
d) Identity Provider verifies the User’s credentials, and generates a SAML token
based on successful verification.
e) Identity Provider then sends the SAML token to the browser.
f) The browser then forwards the SAML token from Identity Provider to DocuPhase.
g) DocuPhase reads the User Name is read from the token, User entry existence in the DocuPhase Database is
verified, and the User is logged into DocuPhase.
h) The User then has pre-defined, permissions-based access to DocuPhase.
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