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This document provides basic information about configuring SMTP/Server Side Emailing for the following services:

®  Exchange (On-Premise)
®  Exchange (Hosted/0365)

®  Google

Exchange (On-Premise)

On-Premise Exchange requires anonymous relay to be enabled, and must be actively online for the application server to
communicate and transmit emails.

Exchange (Hosted/O365)

Like Hosted Exchange requires a formal connector to build to the DocuPhase application server. Please refer to the following article
for details: https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/use-connectors-to-configure-mail-flow/set-up-
connectors-to-route-mail

[J NOTE . -
Be sure to enter the SMTP server address in - everem
DocuPhase when setting up Exchange (Hosted/0365). Resel DocuPhase

Syslem Options

Data Transfer Configuration

GJ? DOCUPHASE ADMIN

Data Transfer Export Results

‘Workflow Search

Forms  Caplure  Analytics  Administration

Search Service URL hitp/IDOCUDEMO/SearchSemnicaen
Edit Security Service URL hitp:/IDOCUDEMO/SecurityServiceivi
Edit Workflow Service URL hitp:/DOCUDEMOMorklowServicelvl
dit Worklow Services hitp:ADOCUDEMO.
Edi  Settings Dothet Framevork URL installs/dotnetix exe
Edit Login Timeout 120
Edi Maximum Records 10000
Eail Passwords Encrypted true
Edit SingleSignOn false
Edit SmipServer domain-com.mail.abcd.outlook.com J
Edit CorporateURL hitp:/iveww. DocuPhase.com
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Google

Google Service - Admin Configurations

1) Go to: Google Admin P>SecurityP Basic Settings and enable the following option:

v' Enable the Allow less secure apps: Allow users to manage their access to less secure apps option.

2) Navigate to: Apps > G Suite > Settings for Gmail > Advanced settings and make the following option settings:

v' Allow per-user outbound gateways: Allow users to send mail through an external SMITP server when configuring a
"from" address hosted outside your email domains.

v' Email whitelist: Add public of AWS app server (i.e., 22.333.444.555)

v’ Comprehensive mail storage: Ensure that a copy of all sent and received mail is stored in associated users'

mailboxes

v' Enable SMTP relay:

Google Service - Server Side Configurations

SMTP relay service

SMTP RELAY TEST

Allowed senders: Only addresses in my domains
Only accept mail from the specified IP addresses: No

Require SMTP Authentication: Yes
Require TLS encryption: Yes

A) Add 11S6 Console and SMTP role/features on hosted server, as shown below:

Q- TIP

Review the following video:
https://www.youtube.com/watch?v=9Q4S 6pmPoA

a =] wvianagement 100Is (U o1/

: KKK =

[71 Manaaement Service

instaneq)

[m] Remote Server Administration Tools (1 of 40 installed)

[[] RPC over HTTP Proxy

[[] Simple TCP/IP Services

v| SMB 1.0/CIFS File Sharing Support
[] SMB Bandwidth Limit

V| SMTP Serve stallec

[C] SNMP Service

[] Telnet Client

[] Telnet Server

Google Service (continued on next page)
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Google Service (continued)

) Configure SMTP Virtual Server. C eayRewcion

Select which computer may relay through this virtual server:

Under the Access tab: T
1) Click Relay to display the Relay Restrictions dialog. ' Nl excopt the st below
oK Access |"IP Address (Mask) / Domain Name
2) Enable the settings as shown here (right), then click .
Add... | Remove
Y ) ¥ Allow all computers which successfully authenticate to relay, regardiess
- 1 I v { :' - 3 ..'- ‘Z'. [ | dh“mve.
General | Access | Messages | Deivery | LDAP Routing | Securty | [0k | cacel | Hp |
et e o s ot |
|V Limit message size to (KB): ]50000
¥ Limit session size to (KE): 50000 Under the Messages tab:
[V Limit number of messages per connection to: |20
. ° 3) Increase email size limits to 50MB,
[V Limit number of recipients per message to: Imﬂ then click ]
Send copy of Non-Delivery Report to:
I
Badmail directory:

IC:\inetpr\maiud\Badnaﬂ Browse... |

ok | [ Cancel || Aoy | [ Heb

Under the Delivery tab:
4) Click on Outbound Security to display the C Anommacos pccoee
corresponding dialog. No user name or password required,
(% Basic authentication
On the Outbound Security dialog: The paseword wll be sent over the network n clear test using standard
commands.

5) Enable the Basic authentication option. o Iwum_WMEma“mmim I

6) Enter your G-Suite e email address and password,

then click @K .
The client and negotiate the Windows Securty Support Provider
7) Click on Outbound Connections to display the wetace. ¢
corresponding dialog. | Browse

0K Cancel Heo |

Google Service (continued on next page)
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Google Service (continued)

On the Outbound Connections dialog:

8) Enter the TCP port value as 587,
then click 9K .

9) Click on Advanced to display the corresponding
dialog.

On the Advanced Delivery dialog:

10) Enter the local machine name as the Fully-qualified

domain name.

® IMPORTANT!

The information entered as the Fully Qualified Domain
Name depends on whether or not SSL is enabled:

e If SSL enabled, then use the Fully qualified Domain
Name of the Web Server (generally the URL minus
the protocol and DocuPhase subpage).*

e [fSSL is NOT enabled, then use the actual local
Machine Name of the web server.

*The example shown here, applies to
systems with SSL enabled

11) Enter the SMTP Relay Address as the Smart host,

TCP port:

¥ Limit number of connections to:

Time-out (minutes):

[V Limit number of connections per domain to:

Fully-qualfied domain name:

Ivour Web Server (e.g., “yourorg.docuphase.com”)

Smart host:

Check DNS I

lmfday.gmi com

[ Perform reverse DNS lookup on incoming messages

. 0K | Cancel Helo
then click 9K . |
On the local drive: ) )
 Configi Confighlame ConfigType ConfigData ConfigGroup
1} Maximum Records 10000 Settings
12) GO to SSMS> 2 Source Path Path \\ XYZ-APPSVR\Incoming), Paths
DocuPhasep 3 Repostory Path Pah  \XZAPPSVRRepositon S
. 4 Image Viewer Control Options
Config Table. 5 i Tk 18 Settings
6 CorporateURL hittps://decs.google.com/decument/d/1 2ABcDe 3FGHII4KSLMNOPQ CDe-8FGH/ Site
In the Config Table L Syt s - =
(see step 12 above): 5 Uicense Seves Sevice  hitps//yourarg n Services
16 Passwords Encrypted true Settings
13) Enter the = o =
SmtpServer address 19 SmitpServer Mail Enter the Fully Qualified Domain Name of your Web Server (e.g., "yourorg.docuphase.com”)
as the machine I20 Data Senices Service httpsz// your de h i ice.asm Services
bl Designer Services Service https:// yourorg. asmx Services
name as (see step 2 Workdlow Services Sevice  https/yourorg.docup proge /WorkdlowService.asmy Services
u Application Servers Service https:// yourorg docuphase.com/DocuPhase Services
10 above). % SingleSignOn NULL true Smir\j-/
2% Progress Workflow  true ’/‘ Options
S— —_——
Preferences On the User Profile tab on the User
User Name: sysadmin Full Name: ESpeed System Preferences (E) screen in Docuphase:
UswProle | GobalSeach  Search Resuts Avaly 14) Change the email address of sender
— (e.g., sysadmin) to the appropriate G-
Suite email address (see step 6
FulName  Steve McQueen
: above).
Email Address yourG-suiteEmail@gmail.c{
Password
Confirm Password
Cost 0.0000
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