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Overview

Purpose of this Document

The intended audience for this guide is technical professionals (e.g., TPOCS, System Administrators, Technical Support, etc.) who are
tasked with configuring and implementing the DocuPhase HTMLS5 Viewer.

The HTMLS5 Viewer is the DocuPhase web-enabled viewer. It provides a user interface provides that offers a full range of Document
viewing, annotation, and manipulation capabilities: including the ability to email documents from within the Viewer.

This Viewer requires configuration information for the following:
v Email (@ ) — see next page
v" Cache Settings — see page 7

NOTE

DocuPhase is the Service Provider when the term “Service Provider” is referenced in any Identity Provider-specific
instruction information

Assumptions

The following must be true in order to successfully configure and implement the HTML5S Viewer:
v' Personnel assigned to this task is familiar DocuPhase Config files.
Server Prerequisites have been installed (refer to DocuPhase Standard Requirements Specification Guide.
The DocuPhase platform is installed and successfully tested as http.
One of the supported email services (Office 365, On-premise exchange) is used/available.

Notepad ++ (run as an administrator) is to be used when editing config files.

AN N NN

Exchange Server settings have been completed (see next page)

Questions or Need Assistance?

If you have specific questions or need assistance with the configuration of HTMLS Viewer, please contact DocuPhase at any of the
following:

Email: support@docuphase.com
Phone: (727) 441-8228

Website: https://www.docuphase.com/contact-us

BEST PRACTICE

When sending an email please use the following format:

”

e In the Subject line: “Request for information about HTML5 Viewer Configuration

e In the Body of the email:
+ Give a brief description of the information you are looking to obtain.
+  Provide the best contact name, phone number, and email address.
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Configuring Email for the HTML5 Viewer

The configuration for Email includes the following:
A) Make Changes to the Data Service Web Config File — see next page
B) Recycle the Data Service app pool — see page 5
C) Test the Configuration — see page 6

NOTE

Email configuration for the left side window (screens used to access documents, such as Work Items, Search Results, etc.)

performed on the Servver-side.

© 2019, DocuPhase Corporation Page 2 of 16
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A) Make Changes to the Data Service Web Config File

IMPORTANT!
The email URL may be included at the time of installation (DataService.msi).

Hosted (Office 365)

In File Explorer:

1)

Navigate to DocuPhase Data Service Config File (e.g., C:\Program Files\DocuPhase\Data Service\web.config).

In NotePad++:

2)

3)

4)

5)

Open the web.config file and make the O R 0D X of [0 | [ S0 Buas
- [ Copy path o ) Easy access v Y edit Selectnone
fol IOwing cha nges: Copy Paste L’J e otk l::v'! C':D.y Dd'ﬂt Rename ’!:Itdv; Pfov.emes u’-’lmmsdmvon

Locate the mail.server entry, and
enter the organization’s

4 App.Data
i . . 1. PowerShell e
“AvailabilityService URL” (see s Progiam s o
1. BatchPatch
IMPORTANT! note on page 4 for more b Baddender B
. i b b CCleaner M i e folder
information).* i ‘ ooy 1 o
. DocuPhase s ASP NET Server A 1kB
R . b ). Configuration Service K8
Locate the mail.domain entry, and 41 Ona Serice Web.config| S -

make sure the value

reads as

“office365.com”

Save and close [gu
B

the file.

Home  Share  View

® Lb This PC ‘)“mlr.ﬂocalDisk(C:)m » Progr#l;;Files » mlr)'ocuPhase » DataServicel

b L New Documents A Name

Date modified Type Sze
J: Packing Slips

b App_Data [

Flle Pl Search View Encoding Language Settings Tools Maro Run Plugins Window ?

™" | New cuian [P GEEVFEOROC | 80D E &%
Open... Cul+0 &
:I Save Cul+S : your ASP.NET application, please visit
a Save As... Ctrl+AIt+S 422
'“[ Close Ctrl+W

<section name='logdnet’ type=*logénet.Config.LogiNetContigurationSectionNandler Logdnet/>
</contigSections>

<applettings>

<add key='webpages:Version' values2.0.0.0°/>
<add key='yebpages:Enabled’ values'false®

Tadd ke yaateeearal § dat x.y‘“
hidats
AV vt R 23100

— wudl Ry DocuPhaseViv.. wcile ., Calivu cut®Gd® value="13%"/>
”

s

—

20 <add key=* 1ewerCache D ache® values*true'/>
21 <add key='DocuPhaseViewerCache.Syg.6Zip* value="true'/>
2 <add key='UploadServiceUploadDirectory” value='*/>

<add key='FormsServiceURLPath® value='/formsservice'/>

outlook.office365.c

25 | <add key="mail.server" value="https: ewsfexchange .asmx" /> |

T <add ey="mall. domain’ valiee'officed6s.com'/> L 4

<add key="mail.domain" wvalue="office365.gom"/>

eXteriible Madkup L. length : 9319 lees : 177

In:25 Col:85 Sel:0|0 Windows (CRLF)  UTF-8

*For more information, go to https://0365info.com/hostname-office-365-mx-records/

A) Make Changes to the Data Service Web Config File (continued on next page)

© 2019, DocuPhase Corporation
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A) Make Changes to the Data Service Web Config File (continued)

On-Prem Exchange [  Data Senice |
= X i =5 T3 Hew ttem + \ @open~ [ seecan
In File Explorer: o e “" ' 75 l Bt 80 Uis (B
1) Navigate to DocuPhase Data Service o) . » ThisPC » LocalDisk{C) » Prog‘ram Files » DocuPhase » Data Servici
. . . b 4 New Documents Al Name Date modifiec vpe s
Config File (e.g., C:\Program Files\ P . e, L
. . PowerShell x -
DocuPhase\Data Service\web.config). < pogam e .
BatchPatcl
» st o
In NotePad++: e 1
4 | DocuPhase '.V.MX
. . - - . ke
2) Open the web.config file and make TR i e /ﬂ—@ Web.config e
the following changes: | Smnpa /
/
3) Locate the mail.server entry, | C:\Program Files\DocuPhase\Data Service\V\Eb.conﬁg - Notepad-++ [Administrator]
enter the Organization's File Ll Search View Encoding Language Settings Tools Maro Run Plugins Window ? 2
“ . . . ” Rl L Ol v s w ol oan ] Rz = E2@A IRCROROE N =Wt -
AvailabilityService URL = New Cl+N ' < )
(see IMPORTANT! noteon |  Open. cul+0 F A
page 4 for more information).| [ sae Col+s i
L h ild B : Save As... Ctrl+Alt+ 5
) Locate the mail.domain ¢ [ Ciose ColaW
entryl and enter the < tion name='logdnet’ type=*loginet.Config.LogiNetConfigurationSectiondandler Logdnet* />
organization’s email g
server domain. i )
a3 LIMOTmAVAL L dat s onEpns ’
5) Saveand close P~ S el
H DocuPhaseViewerCache .DisabledrowserCache’ value=*true*/>
the flle' 4 ke Doru?hllev:ﬂrx('a(he.S:g.cllp' value=*true*/>
4 key='UploadServiceUploadDirectory’ value=**/> ’
add ke FormsServiceURLPath® value='/foomsseryice'/> 3
25 I <add key="mail.server" value=“The appropriate Availability Service URL"/>
AT cana reremary aomane aeee-orriceTsT. o> ™
26 l <add key="mail.domain" value=“the organization’s email server domain”/>|

eXterible Madkup L length - 9415 s : 177 n:25 Col:85 Sel: 0|0 Windows (CRLF)  UTF-8 ns [ 4 ’

== EXAMPLE

The following shows an example of how the entries might appear:
<add key="mail.server" value="https://mailserver.contoso.com/EWS/Exchange.asmx"/>

<add key="mail.domain" value="contoso.com"/>

@ IMPORTANT!

You must use a Microsoft Outlook client that connects ¥ Show Microsolft Exchange Messages
o n +  Show Network Warnings

to the same Exchange server. Confirm this through the ShowN:mmijcm FINDING
following procedure: U1 Show New Mail Desktop Alert THE APPROPRIATE

a) Press Ctrl and right click on the Outlook Icon in Test E-mail AutoConfiguration.. _ AvAiLABILITY URL

i q : ™ Hide When Minimized | |
the system tray to display a list of options. i = . = -
b) Select “Test E-mail Auto Configuration”. Concel ServerRequest [ s e

I use suasuonn 70w yorman 300 Gurpinart stnacman | Ted

c¢) Enter an email address (and its associated
account password) that you know is located on
the Exchange server that is being used for the
HTMLS5 Viewer email.

d) Click Test to display the URL listed as “AvailabilityService URL”.

| e ae we

**For more information, go to https://www.dnscheck.co/blog/dns-monitoring/2015/10/17/check-mx-records.html|

© 2019, DocuPhase Corporation Page 4 of 16 Configuring Email for the HTML5 Viewer
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B) Recycle the Data Service app pool in lIS

This procedure refreshes the HTMLS5 Viewer after all the previous changes have been made, with minimal impact to end users.

In the IIS Manager:

1) Navigate to and open
Application Pools to
display the App Pools list
of files.

In the list of files:

2) Find and right-click on
the Data ServiceAppPool
entry to display a list of
options.

From the list of options:

3) Select Recycle to refresh
the Viewer.

/ \ » ServerName » Application Pools

File View Help

- |z |8

“ﬁ Start Page
483 ServerName{SERVERNAME  Admini

Q Application Pools l

G; Application Pools

applications, and provide isolation among different applications,

This page lets you view and manage the list of application pools on the server.
Application pools are associated with worker processes, contain one or more

Filter: » 7 Go ~ (G Show All | Group by: g
Name = Status  .NET CLRV.. Managed Pip.
L2 NET w45 Started 4.0 Integrated

Q NET v4.5 Classic Started w40 Classic
@Application&werAppPool Started  v4.0 Integrat- '

Q( figurationServiceAppPool Started w40 Inteqr i

Q

DataServiceAppPool
YOS '
Docum  itServerAppPool
L2 DocuPh. eAppPool

Add Application Pool...

t

Set Application Pool Defaults...

[ DocuPhase. "MLSViewerdp ©  Start
@EmailApprova?l’pp..
A @ Stop

=

Recycling...

% Recycle.. 3
Basic Settings...

p I |

—

© 2019, DocuPhase Corporation
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C) Test the Configuration

1) Login in to DocuPhase.

¢/ DOCUPHASE

In DocuPhase:

Login
2) Search for a document, sysadmin 1 .
and open a Document. Password \
In the toolbar at the top of the P
HTML5 Viewer = L
o Administration
3) Click E to dISplay the APPLICATION: | Ceffcates and Avards v B &
Email Password dialog.
-g‘ TIP Reason for Award
This should be the B >~ =3RESULIS Uy
email password for
the email account set i Binninasaismitol e

[B g0 10¥ears ot senvice asdmin 12262018 sysaome 12262018 5593

in User Preferences " gV

within DocuPhase for a2 i Email Password
L P snmscs 1 s 1000w msn v2scon 0

the logged In user. : Please enter Email password

sysadmin 12262018 sysacmn 12262018 5596

» 0 [B ace 12yeans
[

Document E-mail| 4

In the Password dialog:

Cancel

® Alipages  Selected pages  These Pages 1

4) Have the user type in their email ' Dz _——
password, then click [8 to e a |
display the Document Email Color:
. No Change v
window. .
i@ therdomain.con| .
In the Document Email window: 5J =
Administrator@qa loc v
5) Have the user enter their Test
address in the “To” N—ﬁ'lam this Document:

Document

field, and then the
word “Test” as the i v |[ Detan |+
subject. Document Name appears hers

6) Click [8]3 to
send the test
email and
display a
confirmation prompt.

last modification was on 10/14/2019 8.39.10 AM
DocuPhase

Confirmation
appears here.

«/ Email Sent

.|

Move - | © Unreads Read i - @'
o [ Address Book e

In the appropriate email system: o (8 le e o e O | [

New Oeiete Move g Fing Addins Adobe Acr. KnowBed A

4Favorites

7) Have the user verify that they have received the email. e

Drahs [10] [ B J Mon 11/47201992... 2.

kbennett@docuphase.com
If the user does not receive the email, .
review the settings shown in the previous settings,
and make sure the email address was entered correctly. 2 _ s n
Sent items ‘ User Name
B s g oE o. T
Mems: 3,112 Unreact 2 All folders are up to date.  Connected to: Mirosoft Exchange 0w - 1 + va

© 2019, DocuPhase Corporation Page 6 of 16 Configuring Email for the HTML5 Viewer
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Summary Diagrams of Successful Email Configuration

If/when properly configured, the following processes should occur:

Logged in, Internal User/Recipient
(with email account configured in
User Preferences in DocuPhase)

DataService web.config using m Document Search
t valid email server configuration. > RAtnd
ﬁ- eturn
‘ (9 < == 5
Document
emailed from
HTMLS Viewer
AND/OR ‘

Other Internal
Users/Recipients

Users/Recipients

© 2019, DocuPhase Corporation Page 7 of 16 Configuring Email for the HTML5 Viewer
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BEST PRACTICE

BEFORE making any adjustments
to the settings described here:

Since each installation
infrastructure is different, it is
highly recommended that you use
Viewer Console to review the
current status of each cache type

Configuring HTML5 Viewer Cache

The configuration of Cache for the HTML5 Viewer includes the following information:
A) Making Settings for Document Caching — see below

B) Configure DataService & DocuPhase Service Viewer Cache Plug-in — see page 12

A) Making Settings for Document Caching

You can set and adjust the settings in the Viewer Console as described below:

¢f? pocumas

— =S Adminesiraton

e SYSTEM

-t Bl Fadrian
ety W

‘-.-"llE:'-'.'r-'.;r Console

Viewer Console

Sedect DAtaService: Server hpATECHWRITER/ DataSeracev ]

o
Settngs

Configuration Setting Value

FOF ReredarL el alaiogecs LR
DocuPtadaVibniCachs Cachilhodkintenal e i)
CocuPhase\iewertache Access Timeout 20000000
Do’y Cachn Shgngic opaation 430000
DotuP s Wil Cadhs Cachidlin SEeR 15 GB
Wae Size Cache Theashold Parcontags Lo
el Iy
[y

CPropramDataDocuPhassDocsPhase VirwerCache

A) Making Settings for Document Caching (continued on next page)

© 2019, DocuPhase Corporation
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A) Making Settings for Document Caching (continued)

Document Viewer Cache Settings

Cache Type

Directory

‘ Description\Settings

Generalized storage location of DocuPhase cache

@ IMPORTANT!
To prevent I/O contention with other systems (such as a DB system or DocuPhase
repository) It is imperative that this folder be placed in disk controller separate
from other systems. If this is not possible then a separate disk is recommended.

Disable Browser Cache

e True* — adds a protection level that helps prevent content security breaches. This is
achieved by forcing the browser (rather than the cache) to render/display documents served
by the DataService.

o False* —allows the local browser to store rendered documents in the browser’s local cache
for faster display of (but less security for) documents.

A WARNING!
While the non-default setting of False allows faster display of documents,
it does not provide the security that the True (default) setting does. Please
use this setting with great care in order to maintain the integrity and
security of the content of the documents.

D NOTE

Each rendered document page is a raster image currently in jpeg format.

PDF Render Use Datalogics

e True — allows for the highest quality available for rendering of PDF. This is achieved as the
system is required to use the Datalogics toolkit (i.e., a wrapper around the Adobe PDF API).

The Datalogics toolkit has better fidelity for rendering the different PDF objects that may be
contained in the file.

e False — allows for faster performance by requiring the system to use the Leadtools! image
library to render all PDF documents.

Leadtools rendering is a faster (but lower in quality) than the Datalogics one since the
Datalogics requires a two-step rendering process: one from PDF to Tiff and another one from
Tiff to the final raster image format used by the Dataservice (i.e., currently .jpg).

*Default Setting

T www.leadtools.com

Document Viewer Cache Settings (continued on next page)

© 2019, DocuPhase Corporation
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Cache Type

‘ Description\Settings

Document Viewer Cache Settings (continued)

Cache Check Interval

This setting controls how often (i.e., in hours, minutes, and seconds — HH/MM/SS) the system
checks rendered document pages for their eligibility for removal from Viewer cache (based on
the Sliding Expiration setting, as described below).

NOTE

Documents that are determined to be eligible for removal are identified, but
not necessarily removed from cache at the designated “check interval” time.
However, documents that are recognized as being eligible for removal are
removed when the Max Size Cache Threshold Percentage is reached (as
described below).

Access Timeout

This setting tells the system how long to wait between file accesses errors before an exception
is thrown. A shorter period disables file access “re-tries” in order to force the DataService to
trigger an error sooner rather than later.

NOTE
This setting is not related to the Cache Maintenance
Process.

Sliding Expiration
(Currently Unavailable)

This setting provides the criterion for document removal eligibility with regard to the for e
Cache Check interval (as described above). It is defined by a set amount of time within which a
rendered document page must be accessed to not be considered as eligible for removal from
the cache.

In other words, rendered document pages that are accessed more often than the expiration set
here are not eligible for removal from cache as they are still being viewed with some frequency.

D NOTE

Documents that are recognized as being eligible for removal are removed
when the Max Size Cache Threshold Percentage is reached (as described
below).

Document Viewer Cache Settings (continued on next page)

© 2019, DocuPhase Corporation
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Cache Type ‘ Description\Settings

Document Viewer Cache Settings (continued)

CacheMaxSizeGB This setting works in conjunction with the Max Size cache Threshold Percentage (as described
below), and limits the maximum size (in Gigabytes) that the cache is allowed reach before the

system removes documents (i.e., document rendered pages identified as eligible for removal —
see Cache Check Interval and Sliding Expiration settings, as described above).

@ IMPORTANT!
A small size may cause excessive evaluations of the cache for compliance:

affecting the overall server performance and may cause frequent re-
rendering (and therefore re-caching) of document pages.

D NOTE
This value is communicated to the DocuPhase Service Viewer Cache plug-in
that performs the actual Cache maintenance (i.e., evaluation and page
removals) outside of the context of DataService

Max Size Cache Threshold This setting works in conjunction with the CacheMaxSizeGB (as described above) to provide
criteria that tells the system when to actually remove documents from cache (i.e., document
rendered pages identified as eligible for removal —see Cache Check Interval and Sliding
Expiration settings, as described above).

Percentage

In other words, when the system reaches the percentage (set here) of the designated
CacheMaxSize (as described above), the DocuPhase Service Viewer Cache plug-in goes through
the process of clearing eligible rendered Document pages from the cache in FIFO (first in, first
out) order.

—=» EXAMPLE
Let’s say your CacheMaxSizeGB is set to 100GB, then the Max Size Cache

Threshold Percentage is set to 90%. This means that when the cache size
reaches 90GB, the system begins removing eligible Documents from
cache starting with files that have been in cache the longest.

_lJ NOTE

This setting is NOT controlled through any setting in the web.config file;
therefore, the administrator has no way no change this behavior.

© 2019, DocuPhase Corporation Page 11 of 16 Configuring HTML5 Viewer Cache
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B) Configure DataService & DocuPhase Service Viewer Cache Plug-in

Use the files as described below to set up and/or make changes to the DataService and DocuPhase Service Viewer Cache Plug-in files:

WARNINGS!
*  Use caution when changing the service interval to less than 2 hours. Changing the settings to run at a shorter time
interval has the potential to cause contention between the HTML 5 Viewer and the DocuPhase Service Viewer

Cache plug-in, and warning messages are logged.

* Be sure that the data service is configured to use an accessible cache directory that is accessible (i.e., security or
network accessible) to the DocuPhase Service Viewer Cache plugin; otherwise, the HTML 5 Viewer Cache service is
unable to clear cache.

IMPORTANT!
When you see the term “Service Provider” referred to in any Identity Provider-specific instruction information,
remember that DocuPhase is the Service Provider

This File...

Can generally be found in

this location*...

And does the following:

DataService
Configuration File

C:\Program
Files\DocuPhase\Data
Service\Web.config

This file contains a superset of settings (related to the cache settings
described in the previous section starting on page 9) that take
precedence over those in the ViewerCacheServiceConfig.xml

The settings contained in this file include the following:

e DocuPhaseViewerCache.Directory (see page 9)

e DocuPhaseViewerCache.AccessTimeout (see page 10)

e DocuPhaseViewerCache.SlidingExpiration (see page 10)

e DocuPhaseViewerCache.CacheCheckinterval (see page 10)

e DocuPhaseViewerCache.CacheMaxSizeGB (see page 11)

DocuPhase
Service Viewer
Plug-in
Configuration File

C:\ ProgramData\DocuPhase\
DocuPhase Service\
ViewerCacheServiceConfig.xml

This configuration file contains default values for the DocuPhase
Service Viewer Cache plug-in that are used when (in the unlikely, but
possible event) the DataService cannot be accessed (e.g., service is
down), but the DocuPhase Service Viewer Cache plug-in is still running.

Configuration values are as follows:

e DocuPhaseViewerCache.Directory— used to temporarily store
cached data in the event that Data Service is inaccessible (see
Warning above)

e DocuPhaseViewerCache.AccessTimeout (see page 10)— Determines
how long to wait between file accesses errors before an exception
is thrown

e DocuPhaseViewerCache.CacheMaxSizeGB (see page 11)— Maximum
size (in Gigabytes) the cache is allowed to grow to on the server

e DocuPhaseViewerCache.SecurityUri — URI to the Security service

e DocuPhaseViewerCache.SecurityUsername — User Name for
security service authentication

e DocuPhaseViewerCache.SecurityPassword — Password for
security(cy service authentication

B) Configure DataService & DocuPhase Service Viewer Cache Plug-in (continued on next page)

© 2019, DocuPhase Corporation
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Can generally be found in

This File... this location*... And does the following:

B) Configure DataService & DocuPhase Service Viewer Cache Plug-in (continued)

web.config file DataService installation folder This file can be used to make adjustments that affect both the
DataService instance and the DocuPhase Service Viewer Cache plug-in

To perform changes to the settings mentioned above and exposed by
the Viewer console the administrator should adjust the following
entries:

<appSettings>

<add key="DocuPhaseViewerCache.AccessTimeout"
value="" />

<add
key="DocuPhaseViewerCache.SlidingExpiration"
value="48:00:00" />

<add
key="DocuPhaseViewerCache.CacheCheckInterval”
value="23:00:00" />

<add key="DocuPhaseViewerCache.CacheMaxSizeGB"
value="" />

<add
key="DocuPhaseViewerCache.DisableBrowserCache"
value="true" />

<add key="PDFRenderUseDatalogics" value="false"
/>

</appSettings>

ViewerCacheServi | DocuPhase Service installation Allows for the adjustments to the defaults values used by the
ceConfig.xml folder DocuPhase Service Viewer Cache plug-in only.

*Different Windows O/S versions may store the file in a different location.
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Summary Diagrams of Successful Cache Configuration

If/when properly configured, the following processes should occur:

HTML 5 Viewer Configuration Guide
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Continued...
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See Appendix.
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Appendix — Reconcile/Purge Cache

As described in the diagram on page 14, if the cache on disk is larger than the threshold, perform the following procedure. This
purges the task to reconcile the resulting cache, in the original config file, with the resulting cache from LeadTools:

In the disk cache directory
1) Reorder items in the subdirectory by the creation time in ascending order (oldest first).

2) Delete items one at time from the cache until the cache threshold is met.
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